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software access authorization. Existing pattern lock cracking techniques have several non-negligible disadvantages,
such as poor concealment, low practicability, non-intelligence and single application scenario. Two basic threat
models were abstracted from shoulder surfing, surveillance camera, and real-time forensics, and a multi-scenario
side channel attack on pattern locks was proposed. Based on the data of surveillance camera or manual video,
intelligent vision recognition algorithms were adopted to identify, select and track the target device and biological
key points in the video dynamically. Then, discrete tracking points were integrated by spatial mapping and pruning
algorithm. The denoising algorithm was used to eliminate redundancy and optimize the trajectory. Through
procedures above, the original trajectory was simplified into regular polylines defined by several key turning points.
Finally, the simplified pattern was compared and matched with the rules of legal pattern locks to inference and retort
its actual pattern. Possible candidates will be sorted in the output according to their confidences. Results show that in
the surveillance camera scenario, where the device screen is always visible, the cracking success rate of our
technique is 89% for 10 attempts and 99.3% for 20 attempts. In the face-to-face scenario, where the subject
consciously blocks the screen and his drawing finger, the success rate was 82% after 10 attempts and 89.3% after 20
attempts. In the surveillance camera scenario, the increase of shooting horizontal distance can significantly decrease
the cracking success rate. But this effect diminishes with the increase of the number of attempts. Results show that
the cracking success rate of the complex password is always higher than that of the simple password during 20

attempts, which means a complex pattern lock cannot play a better protection role if the proposed technique is

applied. Shooting angle deflection within 5° has little effect on the success rate of cracking.

Keywords: pattern lock, intelligent vision recognition, digital forensics, side channel attack
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